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% Seguridad en 2013

v Enero KASPERYKY 2
e Red-October Cyber-Espionage Campaign
e DDoS en EEUU

v Febrero

e Citadel Trojan en POS
e Breaches en Facebook, Twitter, Apple, Microsoft...

¥ Marzo

* 5M Evernote

e Cyberbunker-CloudFlare-Spamhaus
— (85-300 Gbps)

e BlackPOS

wiw & Citadelnr 4

Verizon Data Breach Investigation Report 2014
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% Seguridad en 2013
v Abril:

* Syrian Electronic Army

gniglisull eryguull yiusl

SYRIAN ELECTRONIC ARMY

AP The Associated Press © L~

Breaking: Two Explosions in the White

House and Barack Obama is injured

&= FAoply T3 Rotwest W Favorite eee More

e o KIS 2 LB &

Verizon Data Breach Investigation Report 2014
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% Seguridad en 2013

v Abril:
 Syrian Electronic Army s VA
¥ Mayo o ok s

e Ciber-espionaje en EEUU, Pakistan, Tibet...

 SEA — Twitter
¥ Junio

e Raley’s Breach

e NetTraveller

e Snowden @

Verizon Data Breach Investigation Report 2014
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% Seguridad en 2013

v Julio e
* SEA

Any attempt to remove or damage this software will lead to the immediate
Private key will be destroyed on destruction of the private key by server.

* SEA — Twitter L

Time left

e Calc-Team — G20 7

¥ Septiembre
e Vodafone Breach (2M)
* Espionaje
e Cryptolocker

Your personal files are encrypted!

“four important files encryption produced on this computer: photos, videos,
documents, etc, Here is a complete list of encrypted files, and you can personaly verify
this.

Encryption was produced Lsing a unique publc key R5A-2048 generated for this
computer. To decrypt files you need to obtain the private key.

The single copy of the private key, which wil alow you to decrypt the files, located
on a secret server on the Internet; the server wil destroy the key after a time
specified in this window. After that, nobody and never will be able to restore fles. .

To obtain the private key for this computer, which will automatically decrypt files, vou
need to pay 300 USD [ 300 EUR [ similar amount in another cumency

Click «Next» to select the method of payment and the currency,

Verizon Data Breach Investigation Report 2014
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% Seguridad en 2013
v Octubre H b
* Adobe Breach (38M) = "G

Dissociathes |
Ecslasy
° N d t Cruioids 4
Cihiar £
orastrom Shi
Prescriplion 1 548¢

. Psychedelcs 57
e Silk Road Sumas 0
Apparal 755
Art 114

Bagbe malanials

¥ Noviembre o

Cusiom Orders
Digital goods 519
Dineg parapham
= .

[ ] F o irnmae
oo

¥ Diciembre @
e TARGET Breach (70M)

Verizon Data Breach Investigation Report 2014
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v 1.367 breache
v 500-814 millone istre M, RBS)

0 6
f‘” <

nf

http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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IBM CyberSecurity Intelligence Index 2014

Over 75% of incidents targeted 5 industries

Health and sgcial Finance and 2 3 80/
services insurance - 0

Retail and 0
wholesale 6'2 /n '

-
N Y i

Information and 9§ Q AO/ S
i H ! o o
communication =%«% /0 <

Manufacturing 2 1 . 7 D/o

iy - oy

= i o o] O
-38%  €)20% 119%
Malicious code is the ..followed by sustained —.and unauthorized
primary mode of attack... probes/scans... access
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INSIDER MISUSE

. MISCELLANEQUS ERRORS

DOS ATTACKS - .o 15 i
* PHYSICAL THEFTAND LOSS
. :

+ CYBER-ESPIONMAGE . . i iy | PAYMENT CARD SKIMMERS

92*

THE UNIVERSE OF THREATS MAY SEEM LIMITLESS,
BUT 92% OF THE 100,000 INCIDENTS WE'VE
ANALYZED FROMTHE LAST 10 YEARS CAN BE
DESCRIBED BY JUST NINE BASIC PATTERMS.
POIMT-OF-SALE INTRUSIONS

9oy Verizon Data Breach Investigation Report 2014
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What Happens When Login Credentials Are Stolen?

88% | 659>

Threat Breaches Million

to IT security is are via Median annualized cost
the use of stolen remote access for 5@ benchmarked
login credentials (e.g, VNC, ROP) organizations per year

How Were the Data Breaches Discovered?

External Discovery Internal Discovery

36%

Bragging or blackmail 16% Employes

™ :
Law enforcement | TR Unusual system behavior

Iro-party fraud detection . .'1:'|i:.5:|' [B% Log snalysis/review process

Unknown g . Internal fraud detection
Customery/partner )

Financial audit and reconciliation
Others

Is Log Analysis Effective? e uchare

o S 85%

of data bre o e
ms:mrered usmg weeks or

log analysis months

Observelt
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IBM CyberSecurity Intelligence Index 2014

Dutsiders
I:T?EI. { ko il 1 % % \.I
AR de Combination
¥ LR 3
Malicious
insiders
Inacvertent

actor

. 22% the ot daaes
7%
B 5%

Mambers of your own arganization who are unwittingly “recruited” to aid attackers can become key players in carrying out
highly damaging, potentially prolonged attacks that fail to arouse suspicion

How Muchis Your Hacked Data Worth? Black market S prices

CWV 3-digit
semﬁtyit‘:“:'ode

gape ke tBodea

p il

i Y . h
2] ~ 10

“ullz* creditcard (old)  health credentials

fentifying Info

S8XBaN{ <8

it - .
.

Credit card (fresh)

informationisbeautiful.net

data: bit.ly/bigdatcioreaches

sources: Holt & Smirmova (2014), Reuters, Globe & Mail, Rand
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% Cisco: Security Experts Shortage 2014 |[Eeiiam
v 1.000.000

« Conocimientos valorados
e Big Data
e BYOD

% Tendencias de contratacion profesional 2014

< g Data

¥ Comunicaciones moviles
« La nube
v Seguridad
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% Dimensiones de Seguridad

¥ Prevencion
e Seguridad Fisica ,
e Criptografia =»Protocolos Seguros (WPA, IPSEC, TLS, ..) a
e Acceso =2RADIUS, VPNs ...
e Seguridad Perimetral =» FWs, NAT ...
e Otros...

v Deteccidn
e Intrusion Detection System (IDSs)
e Security Information & Event Management Systems (SIEMs)

¥ Respuesta
* |RSs
e Politicas y Procedimientos
* Incident Response Teams
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SIEM: Integracion de logs de seguridad (IDS/IPS, FWs, ...)

Internet

" External-Router

. iBsg
DY
Outside(0) |

NOORE Ny 194.126.23.0124 ‘

Y CAZ(40) Firawall
B 172.17.1.0/24 | 4 R
" 1h 10N

i l:
Inside(100)
10.10.10.0/24

PUS1(80) PUS2(60)
192.168.1.0/24 192.168.2.0/24

Ty
10.100.10.0/24

Gestor
Seguridad

‘ Central Servers Wl

-------- IPS Ethernet Link

______ Web filter Link

PIX Ethernet Link

—_—Micro Wave Link

Zones
Ethernet Switch

FAU=Faculiies Users Zones

PUS=Fublic Server zone = Appliance

(X)=Security Level

Ata ca n te CAZ=Ceniral Administration Zane %7 Firewall

Faculfies WAN Users
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v Ej. RSA Security Analytics
https://www.youtube.com/watch?v=RzscmZ-UtCY

y S p I u n k Search | Admin  Lastrefreshed: 02.15.2007 22:20:45 -0800  Redresh & Sdmir Logout | Help

¥ Symantec splunk>@-~ )

ROFESSIONA Absolute | Start[05/01/2006 00:00:00 |8 =1 Duration Miwes | End [05/04/2006 23:50:50[8 =
v IBM
V ilis Events by Time Clck any bar to set a time rangae. Shift-click ancther to exiend the range. 1 bar = 1 hour (=], &
[N )
0. a0
4 -40
Monday May 01 Tussday May | 43 gvenis between 3y May 03 Thursday May 04

OS/0V2006:11:00:00 and
D5/ 2006:11:58:58

Events (B88) Evant Typas (16) Source Typos 17— OS] Sources (1) olis Hide events by time
Evants 1-10 of 686, sorted by time. Page: 1 2 3 4 5 6 .. 6B 68 | Next> Resulks per page | 10 |

1 May 4 16:44:51 gurkl sshd{pom_unix}[22277]: session closed for user jgibbons
E- 74803 B | 050402006, 16:44:51 | Similar | Related
sysbg gerkl B | s0UR top 12700019888 | Show source
Look up event | Share event

£ Moy 4 14:47:28 gurkl sshd{pom_unix)[4572]: 2 more outhentication foilures; lognames uildsd euids=8 tiyessh rusers
rhioztesp lunk-2 . enet . interop .met
F 710599 E 05042006, 14:4T:26 | Similar | Relabed
tsysiog B | HOST pwrk1 BB 4 tep127.0.0.1:9998 | Show source
Look up event | Share avent

3 Hm-' 4 14:47:28 gurkl sshd[4572]: Failed possvord for invalld user dien from :iffrf:45,106.2.26 port 53399 sshi
EVER 0036 B | 05/04/2006, 14:47:28 | Similar| Related
sysiog B ek B tep 127.0.0.1:9988 | Show source

Look up evant | Shane avent 4
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1IDS-03292012-1hr.txt | v X

[%*%] [1:2103003:7] GPL HNETBIOS SME-DS Session Setup NTHLSSP unicode asnl overflow attempt [%*]
[Classification: Generic Protocol Command Decode] [Priority: 3]
03-29-14:48:31.019982 172.23.0.216:1251 —-> 172.23.0.10:445

Q TCP TTL:128 TOS:0x=0 ID:1696 Iplen:20 Dgmlen:1500 DF
m]@ m[“?@ @ xxxpxnxn Seq: 0xAIBI4SBO  Ack: 0x4522D27D Win: 0xFF3A Tecplen: 20
[Eref =» http://www.microsoft. com/technetssecurity-bulletin HS04-007 mspx][Xref => _I
http:~/cgl.nessus.orgs/plugins/dump.php3?id=12065][Eref =>
http:~7cgl.nessus.org-plugins/dump.php3?1d=12052][Eref =
http:v7cve.mitre.org/cgi-bin/cvename.cginame=2003-0818][Xref =
@ H@S @@c&@g http:/7www.securityvfocus. com~bid 9635 ][Xref =» http: www. securitviocus.com bid~9633]
[#=] [1:2102466:9) GPL HETBIOS SME-DS IPC% unicode share access [#%]
[Classification: Generic Protocol Command Decode] [Priority: 3]
03-29-14:48:31. 024896 172.23.0.216:1251 —» 172.23.0.10:445

TCP TTL:128 TOS:0x0 ID:1698 IpLlen:20 Dgmlen:138 DF
wxxpPrxs Seq: 0xA9B35020 Ack: 0x4522D402 Win: O0xFDBS Toplen: 20

[##%] [1:2103003:7] GPL NETBIOS SMB-DS Session Setup NTHMLSSP unicode asnl overflow attempt [#%#%]
[Classification: Generic Protocol Command Decode] [Priority: 3]

03-29-14:48:32 421373 172 .23.0.211:1308 —=>» 172.23.0.10:445
eStrUCturadOS TCPF TTL:128 TOS:0x0 ID:1843 Iplen:20 Dgmlen:1500 DF
wxxjxnn® Seq: 0xAlB4DB42 Ack: 0xS5D2556D8 Win: O0xFF3A Tcplen: 20
y [Xref =>» http:/swww. microsoft com/technet securitysbulletinsH504-007 mspx][Xref =>
http:v7cgi.nessus.org splugins/dump.php3?id=12065][Eref =»

http:»7cgl.nessus. orgsplugins/dump.php3?1d=12052][Eref =»

desestructurados http://cve mitre org/cgi-bin/cvenane.cgi’nane=2003-0818)[Xref =>

http: /7 www.securityfocus. com bid 9635][Xref => http: swww =zecuritviocus. com bid 9633]
141
|For Help, press F1 30 [ 1 [Read [owr

£ TextPad- _|o x|

J File Edit Search View Tools Macros Configure Window Help |

J Ul = n| B&EaE E| b e E| S o AT |@ ol LJQ|(§ fo¢d Eat| e b . JFindin-:l'ementall-_: I it T Match case v|

syslog-03292012-1hr-parsed.csv * I - X
Datestime, Logging device.Syslog priority. Operation, Hessage, Message code, Protocol, Source IF, Source MAC address,Destination IP, Source port,Destination port.Source SldE,E]

Destlnatlon =ide.Destination =ervice, Interface, Direction

29-Mar-2012 14:37:44,"172.23.0.1",Info,Built, [message removed], ASA-6-302013, TCP, "172.23.
" Info.Built, [nessage removed], ASA-6-302013,TCP,"172 23,
" Info.Built, [message removed]. ASA-6-302013, TCP,"172.23.4.47"  {empty)."10.32.0.100".1214, 80, inside, out=side. http. {(empty) . outbound
" Info.Built, [nessage removed], ASA-6-302013, TCP, "172 .23 .4 52", (empty),"10.32.0.100",1215, 80, inside, out=side, http, (empty), outbound

4 1] 1, outbound
4 0 )
4 ] )
4 0 )
" Info.Built, [nessage removed], ASA-6-302013, TCP, "172 .23 .4 63", (empty),"10.32.0.100",1216, 80, inside, out=side, http, (empty), outbound
4 0 )
4 ] )
4 0 )
4 0 )
A n '\

L39", {empty)."10.32.0.100",1212, 80, in=side. outside, http, (enpty

29-Mar 2012 14:37:44,"172.23. .outbound
29-Mar~2012 14:37:44,"172.23.
29-Mar-2012 14:37:44,"172 .23
29-Mar-2012 14:37:44,"172 .23
29-Mar-2012 14:37:44,"172 .23
29-Mar-2012 14:37:44,"172 23
29-Mar-2012 14:37:44,"172 .23

29-Mar 2012 14:37:44 "172 .23
20 Mo IN12 143744 "177 77

JA5" {empty)."10.32.0.100",1213, 80, in=side. outside. http, (enpty

", Info.Built, [nessage removed]. ASA-6-302013, TCP,"172.23.4.54" {empty)."10.32.0.100",1217,80, in=ide, out=side, http. (enptvy) . outbound
" Info,Built, [message removed].ASA-6-302013,.TCP,"172.23.4. 44", {(enpty)."10.32.0.100",121%8, 80, in=ide, outside. http, (enpty) . outbound
", Info,Built, [message removed], ASA-6-302013,TCP,"172.23.4. 60", {enpty),"10.32.0.100".1219,80, in=side, out=side. http. {enpty) . outbound

", Info.Built, [nessage removed]. ASA-6-302013, TCP,"172.23. 4. 36", (enpty)."10.32.0.100",1220,80, in=ide, out=side, http. (enptvy) . outbound
' Tefe Puilt [meaccams wameorad ] ASA_EG_IN2012 TEB "177 27 1" fammbrt "10 27 INN" 1271 80 insides ~nteide hitn famntrd cothooand

coooooooo
SRR RRRE

-
oz

For Help, press F1 ’_2’_1 Read W Block |Sync 'E Caps gz
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Visualizacion de Informacion de Seguridad y Eventos en Red
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VISUAL ANALYTICS

'.\® afterglow
B Big Data

DAVIX

RSA| i
. _ SIEM
Sllvef;l;@elm]i.

Splunk S listen to your data”
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= Virtualizacion + Hardware de interconexion

160214 191 .4

mdcaser'
|z1“'“

Senidor Web

150.214.191.1

150.214.191.3 splunks®= s, @
- S : it ||'u:1|:us&|3

BotMaster pR—— e e
e e S = N

Eﬂ - Ubuntu
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= Virtualizacion + Hardware de interconexion

700
6125
2 525
g‘ ‘ —a
g 4375 N
£
3 s
a
E 175
B

:

(=]

[=]

10 20 30
MNimmero de Ordenadores en el Cluster

Seguridad en Redes Corporativas: Detectando al Intruso 25



=

LABORATORIO VIRTUAL DE SEGURIDAD
http://nesg.ugr.es

= Virtualizacion + Hardware de interconexion
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MULTIVARIATE ANALYSIS

»rVentaja: iiManeja miles de variables!!

Source

Paramet. Interm.

Source
\

Preprocessing Analisis & Visualization
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variables
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Source

Paramet.

Source
N

2 <
1 Analy 4.:
5| 4
[2]rca === . |
X — PCA Analysi ion Panel g
Data L] || == Tobeginthe analysis: ata g
choose & data matrix from the data 4
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M T L B Retresh charge data fram WorkSpace by A
- clicking on REFRESH button
ATLA MathWorks:  » i
Vs ol
Var vs PCs _*s
: i
[/ EDA oo == Prep |mean certering i =
n 1 TITV T
PCA 7
PLS H
§
EDA o i ﬁ H sl
— Score Plot — Loading Plot — Score Plot — Loading Plot ? 2 ..'"‘4 ! !-'H .
Exploratory Data Analisys i o gt
k4, 1l LR .I;i&wc.
emptylael emptylael emptylabel emptylabel - ks i 5=
a1~ c&lﬁ: 11 ®
emptyc... emptyca... emptycla emptyca... 3 ’ oHIT L
Plat Flot Plot Plat i
it
— oMEDA — meDa 2 ittt L1
Select o et o . i
ele
UEEREY ¢ ST Threshold  Seriation 15— s
Trend - + | [Trena PLE
Clean Select g 4 4 9 = 4
Version2.0. June 2013 — Ceal Selact L1
Graphicinterface: Elena Jiménez Mafias Plot Plot Plot Plct
ToolBox: José Camacho Piez Resid Resid = =
’7 Plot | | Flat ‘ | Plot ‘ ’7 Piot
[ PCA ] l PLS l

https://github.com/josecamachop/MEDA-Toolbox

Seguridad en Redes Corporativas: Detectando al Intruso 30



https://github.com/josecamachop/MEDA-Toolbox
https://github.com/josecamachop/MEDA-Toolbox
https://github.com/josecamachop/MEDA-Toolbox
https://github.com/josecamachop/MEDA-Toolbox

DETECTANDO AL INTRUSO CON ANALISIS MULTIVARIANTE %

http://nesg.ugr.es

Visual Analytics 4

rCommunit
b y

3

DECCAERY THROUGH COLLABCSRATION AND SHARING

VAST Challenge 2012

Q
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Mini-Challenge 2: Bank of Money Regional Office Network Operations Forensics

During a time period that is NOT overlapping with MC 1, & Region within the Bank of Money is experiencing operational difficulties. This becomes a
challenge for the operations staff, particularly as they attermpt to deploy their limited number of skilled administrators to address ISSUES acourring in the
enterprise. N\ =y

wou will be provided with| Firewall and 105 logs)fram ane of the BOM netwarks offapproximately 5000 :"‘“R"E"'l“!ln:*’i?_fﬂd‘“"s fﬂi“"d!” . wall and
ast scan detected malidous programs (), viruses (18), adware (1),

105 logs you warked an during the wA5T 2011 MC 2, and 50 the tools you used there will come in ha :1;. 5"{":‘*'9‘3"”5ff”9°°_°'“59‘°]-
encouraged). You will also be provided with a description of the network to guide wour investigation. '

x System arash
¥ Permanent Data oss
MO 21 ¥ Windows Gusrdian dngel K System stariup failres 357‘
. System slowdown
Provide R ach
....... x Internet connection loss
event. 9¢  Infecting other computers on your nebwark
Iti highly recommended that you remove all the threats from your computer
i immediately. .
thE DND da"-l'llls I Remove all threats now | | Continue unpratected | Ith arl
Hame it foreed fuction Staha %
o Aafoare, Win3Z EHO Low He Infected
Othet Security Teoks & Wik Tockar Lot fi Inficted
{8 srt-chehing @ TrolarrDornksder W32 dgen Low Fix Infected )
MC 2.3 P s o Crs @ous Lo B e L 17 LInderstanding that wou cannot shut down the corporate network
or disco il b= = = to mitigate the root cause problemis)?
& Tewiar-Fokasy Critical BEfrdres Wk cheanest
B Trojer-Chekoar Uritical s ik chasred
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# | Int. Relevant features
* IVI E D A 1| 4-7 fw_syswarn fw_asad fw_pftp fw_asadl
’ 2| 9-11 ids_lssh ids_pssh fw_ptelnet
1 1 3 | 12-15 | fw_opdenyacl tw_asa37 fw_asa3 fw_syserror
v Bird view of the network state ~opdenyacl fw_asa37 fw_asa} fw_sy
. 20 40 60 80 . 1 4 | 16-18 | ids_lsnmp ids_psnmp fw_psnmp
'-. 5 | 19-20 | ids_limap ids_lpop3
10 ‘.- 6 | 21-22 | ids_badtraffic ids_lsql
Interpretation: \ 7 | 23-26 | ids_ipfwhq ids_prio2 ids_leak ids_lvnc
20 '1( P 05 8 | 29-33 | fw_asa635 fw_pdns fw udp  fw_ipdc
LS fw_asa636
30 9 | 41-44 | ids_ldns ids_privacy ids_pdns ids_priol
v IDS P Yy us_p _Pp
40 v IPWEB (outside) # Int. .R.elevant fealturfzs - .
10 | 45-51 | ids_pnstd  ids_ipws ids_ipdc  ids_psmb
50 v IRC - 10 ids_command ids_Inetbios ids_prio3
\ 11 | 54-55 | fw_iplog fw_psyslog
60 12 | 56-71 | fw_ipfwr fw_ipout fw_phttp fw_asab34
|fw_0pteard0wn fw_condown fw_sysinfo
fw_asa6b fw_tcp  fw_ipws fw_conbuilt
70 L 105 fw_opbuilt fw_asa633 fw_outbound fw_pnstd
) fw_ipweb
13 | 72-73 | fw_opdeny fw_asa610
a0 y
14 | 74-77 | ftw_ipfwhqg fw_inbound fw_syscritical
fw_asa2l
90 15 | 78-80 | ids_misc ids_ipweb ids_lirc
—1 16 | 82-83 | IW_opemply Iw_empty
17 | 84-88 | fw_asab6 fw_asa671 fw_asa672 fw_asa673
fw_asa677
18 | 89-95 | fw_opcommand fw_asa518 fw_sysnotice
fw_asaS fw_asa6310 fw_asa639 fw_asaS17
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= Time lines 7000 . . . .
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13,15, 17,
= 5000t e 1418 .
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- / 394
g 40001 | .
o | 1434
/ 1455-1457
1200 : ‘ ‘ : ot | \ |
1000} ] {158 1271 1654-1656
& 994
800} ]'Ifll 157 | & / 16T4-1676 ]
|| 237
600} ; ¥ i J" .‘l, / |
400} “ l |"r ||| l
2007 :I 1 H I 'l
500 1000 1500 2000
° ) 'ids_Issh' 'ids_pssh' 'fw_ptelnet' 'fw_asa37‘'fw_opdenyacl’
-200 20 40 50 80 'fw_syserror' 'fw_asa3’'ids_Isnmp' 'ids_psnmp' 'fw_psnmp'
'ids_limap*'ids_Ipop3" 'ids_ipfw' 'ids _prio2' 'ids_leak’

v Interpretacion: Scanning en el firewall.
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% Time lines 7000 5
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- / 1418
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- / ‘-\"\394
g 4000 |
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2500 : ‘ ‘ . Al ’{ \
2000} ] [158 1271 1654-1656
) ggs |\
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1500} g "Ir | EF? | /
o =1 L ] | r -
1< 1000 Il +'F l ‘ ‘ H
500} ) LN [
500 1000 1500 2000
0
500 , | | | 'ids_Idns' 'ids_pdns' 'ids_privacy' 'ids_priol’
20 0 % % 'ids_pnstd' 'ids_ipws" 'ids_ipdc'

v Interpretacion: Ataques al servicio DNS desde el interior de la red
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% Time lines 7000
8005 111,
13, 15, 17,
AN 31, 32
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. %ra—uuuuuuuuwjl i me
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-500

20 40 60 80

v Interpretacion: intentos de conexidon FTP bloqueado por el firewall
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