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Introduccion




En una sociedad hiperconectada...
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..donde la informacion es clave...

A

S S21sec



..., de ahi, la llegada de la cibercriminalidad...
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..y la profesionalizacion del cibercrimen...

10
NOTOkI0d

KINGPIN

HOW ONE MACKER TOOK OVER THE
BILLION DOLLAR CYBER CRIME UNDERGROUND

KEVIN POULSEN
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..., donde las empresas TICs son esenciales...
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...como lo es también la seguridad de las
Infraestructuras, servicios, aplicaciones e
informaciones...
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... para generar y retener confianza
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Ataques de denegacion de servicio
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CiberF@is -

El ataque de Anonymous contra Telefonica se salda con
pequenos incidentes

La pagina de Movistar estuvo blogueada o inoperativa cerca de media hora, pero a las cinco v media estaba restablecida
EL PAIS - Madrid- 26/06/z011

Vota ¥ Y7 Tr T 1 | Resuttado e drvied 40 votos = Rl W I < ¢ | 3 Twittear | 160 ¢ | Bl Recomendar | 4 10

El atague del colectivo de ciberactivistas Anonvmous contra la pagina web de Movistar, A rronistar
la marca comercial de Telefonica, se ha saldado con pequenos incidentes pero en la
mayor parte del dia ha funcionado correctamente, segiin ha constatado este diario hasta
las seis v media de la tarde.

El mayvor atague se produjo a las cinco de la tarde
v la pagina de Movistar estuvo blogqueada o
inoperativa cerca de media hora, pero a las cinco ¥

> Somos Anonymous

> Anonymous descrito por un

anonymous media estaba completamente restablecida y se
podian realizar todo tipo de gestiones, tanto de L )
La notida en otros webs . . FPagina web de Movistar.-
consulta como comerciales, informaron fuentes de
+ webs en espafiol la operadora. publicidad

= en otros idiomas
El ciberatague se produce dos semanas después de

la operacidn policial que se saldé con la detencion

de tres personas como presuntos responsables de los chats desde los que se realizaron
atagues de denegacion de servicio (DDoS), envio masivo de peticiones a la web para su
blogueo, tanto a paginas web del Ministerio de Cultura como de la SGAE, entre otras. PROTEGE 1U PIEL CON

Gel Gillette Series
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Desde el pasado 23 de diciembre, los atagues de denegacion de servicio estan tipificados



Atagues a buzones de voz
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MO 2T EMARED MO ET VIEWED
IN NOVEMEER 2005, three senior aides to Britain’s roval Tr >

family noticed odd thing=s happening on their mobile phones.
Messages they had never listened to were somehow appearing
in their mailboxes as ifheard and saved. Equally peculiar were
stories that began appearing about Prince William inoneof
the country’s biggest tabloids. News of the World.

1. DEGREES OF DEST
A Generation Hobbled by the

Soaring Cost of Collegs

2 CHARLES M. EBLOW
\ Bfean Sovs

OF-ED CONTRIBUTOR
The stories were banal enocugh Diagnosing the D.SAL
= Anatomy of the Phone- (Prince William pulled a tendon in

Hacking ndal his knee, one revealed). But the

m H‘tm roval aides were puzzled as to how
J = Nowre Af e WAarld hhod cntbcm +ha

4. SAL COoLLNS
The Anaromy of a Jokester
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Robo de identidad...y de dinero
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$45k stolen in phone porting scam

=

Filed under Hac:

By Brett Wintertord on Dec 8, 2011 8:47 AN

Kers

Scammers steal identity, redirect banking verification codes.

EiMe gusta | 1= 3¢ Tweet

Keywords

phone porting. fraud
online banking
commsalliance
commbank. financeit

Related

30

ﬁ Share

Page 1 of 2 | Single page

& 3 Comments and 12 Reactions

Part one of a three part series inio fraud.

Fraudsters are increasingly using social engineering technigues to steal
mobile phone numbers and intercept their owners’ online banking
verification codes, according to an investigation published in the
inaugural Australian print edition of SC Magazine.

With the country's police forces too stretched to investigate and telcos
unwilling to accept responsibility for the problem, Australia’'s banks have
been forced to wear the risk and cost of the fraud as they look to new
methods of protecting online accounts.

The alarm

The scam is sophisticated. as one recent example illustrates.

POPULAR: show , security , database

FOLLOW US...

f

SECURITY ON
THE MOVE

Most Read
MNSA builds Android phone for top secret calls
Did Lulzsec's slip seal its fate?
Infosec burn-out rate rising

Securitv industrv "at serious risk of failing”
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Fugas de informacion

m

comparativa herramientas wi ki ; _‘

LEGA EL
CALOR

Orange revela tu numero a las webs que visitas desde el movil

-348  pctualizacion: Orange asegura que el problema esta solucionado y que se trata el 27
¥  de casos "residuales” que utilizan la "antigua plataforma de WAP".
Me gusta
I Por la configuracion de su servicio, Orange esta mostrando a cualquier web el ora nge Eires
numeroc de teléfono del usuaric que navega por WAP con su teléfono, una 103
practica que ha detectado el blog Cerdificate Error.
I El blogger, que esta elaborando un estudio sobre cdmo los diversos operadores de telefonia movil identifican a A Twittear
los usuarios en la red y las modificaciones gue hacen para tal fin en las cabeceras del protocolo HTTP que se
encarga de las peticiones web, ha comprobado que |1a division de Orange en Espafia no esta protegiendo bien 0
la identidad de los clientes.
g+

Tal y como comenta "xuf’, hay dos métodos principales para la reconocer a los usuarios, basandose en qué tipo
de webs se acceden.

Para los sitios internos seguros se hace con el nimero de teléfono real en una de las cabeceras de HT TP, pero
para el resto de la red, se utiliza normalmente un identificador temporal generado que enmascara los datos
I reales del usuario.

Pues bien, segin las pruebas que ha estado realizando, en Orange Espafia se utiliza para toda la red el
numeroc de teléfono real del cliente usando una conexién WAP. con lo que cualguier administrador puede
acceder facilmente a este dato. Una consecuencia seria la posibilidad de empezar a recibir SMS o llamadas con
publicidad que no nos interesa de una empresa a la que no hemos dado nuestros datos conscientemente.

Content-lengtf: 0
Via: WTP/1.1 nwg2 (Nokia WAP Gateway 4. 1/CD21/4. 1.116)

X-Network-info: CSD, 34xxxxxxxxx, unsecured
W ANl TOIRMIRICT T IO AAYMiE- T D
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Ausencia seguridad nuevos servicios

@ cesmueractve CNET UK : GameSpot UK : silicon.com : TV.com : ZDNet UK

cnet uk

Experttech reviews

CHET UK * Crawve * Mobile Phones

Femtocell security flaw puts Vodafone
customers at risk of phone tapping

By Luke Westaway on 14 July 2041, 12:48pm | 3 Follow lukewestaway
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Seguridad en la nube
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La wuelta en directo - 182 Etapa: Solares — Noja

A6 Zigue en directo |la retranmnsmiisidan de la decirmoctawva etapa de la Wusilta ciclista a Esparia =

Moticias = Ciencia w tecnologia C—" T =Talaalily

Sony investiga el atague qgque Mmantiene cerrad o
PlayStation ©Metuworlk

i Se cumplen cinco dias de corte en el saermvicihao PSR
i Sony confirma Que el "Tapagon’ se debhe a una imtrusiaon exterma
o SDe desconoce cuando vwobhvera a estar opaerativo w la dimension del ataqgue

=N Recomendar E3 F!.egl'stratle pPara wer QusE recomiendan buas R R — = ] o Enwviar -
amigos.

Armiprliar Foto RTWE.==
ZE D 201

Se cumiplen cinmnoo diias desde gQuse la Smprraesa japornesa
Sonmy Se wiera obligada a apagar_BPlayStaticomnm MNebowor b,
los servicios orr—Nhirre de la FPlayStation w la PSP en los
U unos TS muillomnes de usuarios jusg=an
La compafhia nipona todawi=a mo CoOomectados. nawvweaegan Ww descargamn conmbenidos
ofrece plazos sobre cuando pueds multimedia_ La compafiia contimda imnvestiganmndo <1
estar reestablecido el servicio F5SH -

ataqgque a sus servidores,, paero por el momento se
Moticias relacionacdas descoho:eja maturale=z=a de_-l mismeo w la fechs=sa en e
PSd wolwvera a esitar opreerative,

@ Los tablets” S w S2 de Sonnw.
una apusesta distinta

- HNintendo anuncia nuewa
consola para 201712 en plena

Las explicaciones e la compania se reducaernm a oue
hacen thodo O posiile ""para restabhlecer os Servwic ios

caida de wentas ante esta intrusion extermna™ detectada el pasado dia
- L a PS3 vuelbve a circular 21 de abril v por la que Sony decidid apagar los
lbrementse en Furcopa servicios PlayStation MNMetwork (PSH) w Qriocity (servicios

onlime de mudsica w ppeaeliculas).

Sonw ride paciencia a los usuarios wia Twither., afirmando [ 14 Secannirmioes
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Espionaje industrial...que salta fronteras

mNEt Search

Australian edition NEN Telstra Government Filter Security Android Apple Mobile Phgq

ereaxin NEws: Femtocells cause coverage holes: Telstra

ZDNet / Security / Story

Telecom NZ data breached by rival: report

By Darren Pauli, ZDNet.com.au on January 18th, 2011

Topics rRecommend [ Sign Up to see what your friends recommend. 3 Tweet T ﬁ Share

security, data breach, A telecommunications company has been accused of using leaked identity credentials to

telecom nz, telcos, poach Telecom New Zealand customers in a breach that mirrors a similar theft which hit

vodafone Vodafone Australia weeks earlier.
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Analisis forenses
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Indices bursates La operadora presenta una denuncia por la apropiacion de datos confidenciales
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Al servicio de la ley
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TRAS REINO UNIDO
Holanda se une al bloqueo a The Pirate Bay

Directoric  The Pirate Bay Partido Pirata

:I Deja tu
comentario
COMPARTE ESTA
NOTICIA

Internet Tribunal Superior Justicia Reino Unido

MADRID, 11 May. (Portaltic/EP) -

Un tribunal de La Haya en
Holanda ha ordenado a los

principales proveedores de servicios
del pais que dejen de facilitar el
acceso a la pagina web. Ademas, el
tribunal ha atendido una peticidon
del grupo BREIN para solicitar al

F +1 | 0 = S 5 - Partido Pirata de Holanda que deje
= de ofrecer soluciones alternativas
Anuncios Google wbe %[rﬂte map para el acceso a la pagina.
Comercio de Foto: THE PIRATE BAY _ La persecucién legal contra The
divisas Facil Ampliar foto  Pirate Bay continda. A finales de

abril se conocia una decision del
Tribunal Superior de Justicia de Reino Unido para que los principales

Unase a Easy-
Forex: comercio

O

ULTIMAS NOTICIAS

10:00 Google+ permite responder a las
notificaciones directamente desde el correc

11/05 El Ayuntamiento de Madrnd participa en el
II Foro de la Gobernanza de Internet en Espafia

11/05 RTWW estrena la webserie Desenterrats

11/05 Holanda =e une al blogueo a The Pirate
Bay

11/05 Venden por Internet una pitén v la envian
por correc en un tupperware

11/05 Micro=oft redisefia Bing e incluye nuevas
caracteristicas sociales

11/05 Facebook permitird compartir archivos
entre los grupos

11/05 Easel permite crear infografias de forma
gratuita

10/05 Acepta dos afios de carcel por
descargarse 400 videos v 2.700 fotos de
pornografia infantil

10/05 La plataforma Sibarit.us amplia capital
con el apoyo de directivos de Telefdnica

6Mb + TLF + TV
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Medidas de seguridad en tela de juicio

SUBSCRIBE . SECTIONS

PRIVACY, CRIME AND SECURITY ONLINE

PREWVIOUS POST NEXT POST

ClA, Mossad, Also Targeted in Massive DigiNotar Cert
Breach

By Kim Zetier 3 September 6, 2011 | 322 pm | Categories: Breaches, Cybersecurity, Hacks and Cracks
2@ Follow @KimZetter 3.501 followers

The list of fraudulent certificates obtained
by hackers who breached a Dutch Dig i N ota r°
certificate authority has grown to more

than 500 and includes ceritificates for
domains owned by three intelligence
agencies: the CIA. Israel’'s Mossad and
the UK's MI6.

B CRTD NSRS T COPA AN

DigiNotar. which is owned by lllinois-
based Vasco Data Security. also lacked
basic security safeguards. such as strong
passwords. anti-virus protection. up-to-
date software patches. according to a
third-party audit conducted by security
firm Fox-IT in the Netherlands. released
Monday.

DigiNotar acknowledged last week that it
became aware it had been breached on
July 19, though it has never disclosed how Ilong the hackers were inside its network before they were

S S21sec



Algunos

problemas de
fraude




Fraude back-office, como en otro lugar
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ARTICLE

"Back office" fraud seen rising after
recession peak

“IT HELPS ME ADDRESS : '
MY CLIENTS'ISSUES o &Y Recomendar K 19 .recomendaciones. Registrate para ver gqué recomiendan tus
ANYTIME, ANYWHERE."” 4 =miges.
TIM JOHNSON, PRINCIPAL ATTORNEY f By Barbara Liston
NFTHEWS, LAWSON B HOHNSOMN, F'.L.L.C.ﬁ:‘/r * ORLANDD, Florida | Sat May 14, 2011 8:58pm EDT A Tweet 21

HOLUSTOM -
o

(Reuters) - "Back office” fraud is draining corporate [ share| 23

WestlawNext' . e L
G R : treasuries of billions of dollars a year, and the risk is hre thie
[Padapp candoforyou = THOMSONREUTERS”  grawing as companies and employees struggle in the
. JF +1 ]
wake of the recession, finance managers and experts _
Follow Reuters >4l Email
[ = LW
Latest from .
iy Wire
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Trafico falso, blanqueo dinero y fraude fiscal

Eusinesss

—U.5. News & World Report

Telecom Italia Delays Results Because of Money -

e TEWITTER
PROME — Telecom Italia has delaved the release of its oocog B —mae=sy
results after the aunthorities seized oo millicon eures from its =
Eparkle cubsidiary in connection with a monev-lanndering

SaSM BN TOD =
P

=candal that has rocked the Italian business establishment. = SR
B SErsmTS
& Enlarge This mage  LThe company; based in Milan,; said e

r late Wedne=daw that it had

“resolved not to proceed with the
approval’ of its 2ocog financial
statements, which had been
scheduled for release Thursdasy, and would instead
publizh them March =25. Its shares fell 3.2 percent in
MMilamn.

The Italian authorities this week issuned arrest
warrants for 56 people in connecticon with a =2 Billion
enrs, or S2.7 Billion,; tax fraund and money—
laundering investigation linked to the ™drangheta,
or the Calabrian Mafia.
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= which bought its stalke in 2oco7 after the incidents
-+ Ewls soeem A

= that =et off the investigation.
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Fraude especifico del sector telco

Fraud byw sector
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Ataque SIM toolkit
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SIM Toolkit Attack Bogdan Alecy
SIM Toolkit Attack 06 February 2012

SMS fuzzing - SIM Toolkit Attack

Bogdan Alecu - http://[www.m-sec.net

F a
A BIFFAFSEC Mobile
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Push SIM from back to detach

Get more security for your phone.
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Fraude television de pago

N Ew s How we make the Mirror better for YOU

ST Real news, real entertainment . . . in real time

FRONT PAGE MNEWS SPORT 3AM LIFESTYLE MONEY PLAY OPINION

[ * News * UK News

By Mirrnr.cn.uk| & Comments | 16 Jul 2011 00:00

Set-top box fraud ‘cost Virgin £144m a year’

A FRAUDSTER who sold 400,000 set-top boxes which could receive TV
subscription channels for free cost Virgin Media £144million a year, a court
heard yesterday.

3 Tweat ]

A FRAUDSTER who sold 400,000 set-top boxes which could receive TV subscription channels
for free cost Virgin Media £144million a year, a court heard yesterday.

Munaf Zinga, 41, set up Rayyonics Ltd in 2005 to sell Eurovox devices for £100.

Mukundan Pillai, 42, was the technical expert and Salim Patel, 47, the delivery driver,
T— old. RECOMMENDED ON THE MIRROR  why?
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Fraude PBX

TMG“E‘ Home / itMe  Arc zontact TMCnetB TMC Events  Onlin
Blnﬁains VolP & Gadgets Blog

Tom Keating

VolIP & Gadgets blog - Latest news in VolP & gadgets, wireles:

IEEREE m—
SI T —y SIPEORUM

AstriCon VolP Security - $400,000 toll fraud - YIKES! 5. subscribe to Blog via RSS

October 26, 2011 0 [Diggt | +1 ) 129 M Tweet |8

Subscribe to this Blog via Email | Submit

B l@C Hot Tags Categories Archives Blog Roll

apple asterisk blackberry
cisco dell digium eg11 google google
talk gps im Ip-pbX ipad iphone ipod itexpo ITEXPO
lync microsoft mobile phone outage
phone review sip skype SONY UNified

During an AstriCon session on VolP security the speaker discussed how easy it was to hack voicemail PIMs, but not to
listen to your voice messages but to initiate "call backs™ using spoofed CallerlDs. Essentially, this leverages the “call
back” feature that many vaicemail systems have to call back the person that leftthe message.

He then asked the audience for any real world examples of how they were hacked. Several volunteered their stories. | icati . id
captured one of them where their Elastix server was hacked - due to their parent company locking them out of the communicatons verizon VIAeo

sernver and not updating /patching the server. This resulted in the hackers racking up toll fraud (Korean calls) of veip VONAGE wifl W reless
$400,000 It's a fun watch. Enjoy! [HD available in full screen mode]

Compartir % More info

a P {rom WariSion
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AVATNCE Consulta en PDF la portada de EL PAIS, edicion nacional, del viernes 16 de diciembre

Frimera mmemecional | Ezpafia | EconomiiE Cpinkan Wilstss Socledad CuRura Tendenclzs Semme ODRuaries Deponss Famalla URima

Estds ent ELDALS come=- Edicin Imoresss Exrafia

Una red de empleados de telefonias estaf6 a estas 27
millones

E. A - Madrsd - o7/ ol f2ono

SURSO0 i e o o J 4T v000s = R Tl & | Twithsar | [0 | fmoormmndar

woka oy <y oy oy o |

La Guardia Civil ha desarticulado una red acuszada de estafar a comparnias
de telefonia movil en un fraude gque podria alcanzar los o+ millones de Aocete 3 EL PALS y bodos Sus
eurcs. Se ha detenido a 3= personas acusadas de delitos de estafa. SUpEMeNios BN TS POt enrkgpueckia

ACCEDER

usurpacion de estado civil v encubrir delincuentes. La red estaba
extendida por ziete ciudades espanolas v tenia en =u poder mas de 43.400
tarjetas v cerca de 1.500 teléfonos moviles, segin la Guardia Ciwvil.
También se han incautado 1 8o.000 euros en efectivo.

sl ici cliad

La denominada Operacion Movoda e inicid
Lo rakicin e clteoes ke el pasado febrero, cuando agentes del
institute armado detectaron una serie de
esztafas con tarjetas de telefonia maowvil.
Posteriormente se descubrid gque en la
trama participaban distribuidores oficiales

Whelnes, 2 esmaE
) Ofrces koS

de teléfonos moviles.

Esztos trabajadores agotaban €] zaldo de tarjetas telefonicas llamandoze a =1
mizmos a namercs de tarifa ezpecial que previamente habian contratado.

Dezpuész vendian las tarjetas va sin saldo a varios locutorios v bazares. Los wwrw _oricnbe’® es

duenfios de los locales distribuian las tarjetas a una red organizada gque

continuaba con una estrategia enrevezada v perfectamente corecgrafiada. E TTltima Hora

Cambio de operadora La presidenta y consejera delegada de
A traveés de una web ubicada en Sudameérica, los duefios de los locales The New York Times Company, Janet EI

L e T T R R T
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Malware y fraude servicios premium

ZPDNet

UX Edition

Search

News Reviews Oracle vs Google Mobile IT White papers

ZDNet UK / News and Analysis / Security / Security Threats

Chinese Android botnet 'netting millions’', says

Symantec

ZDNet UK. 10 February, 2012 16:15

By Tom Espiner
Daily Newsletters
Sign up to ZDNet
UK's daily
newsletter.

Topics

Android, Botnet,
China

Sponsored Links
Antivirus for MacOS

X
Defend Your MacOS

Loain=t Malicious Attacks.

¥ Folow @tomespinar

NEWS An Android botnet affecting hundreds of thousands of Chinese users is netting its
masters millions of dollars annually, according to security company Symantec.

The network of compromised mcbile phones generates revenue from premium-rate fraud,
Symantec szaid in 2 blog post en Thursday. "Revenue generation through premium SMS,
telephony, and video services is... limited to the networks of China's two largest mobile

carriers,” said Symantec researcher Cathal Mullaney in the blog post.

On any given day, 10,000 to 30,000 customers of China's two largest mobile operators,
state-owned China Mobile and China Unicom, are being fleeced by the premium-rate
malware. The botmaster has been raking in profits at this level since September 2011,
according to Symantec.

This is the first time Symantec has established an appreciable amount of money being made
through Android botnets, Tom Parsons, senior manager, quality assurance at Symantec, told
ZDNet UK on Friday.

Broadband

Powered by

BROCADE

The consumerisation |
of the data centre.

Get ZDNet UK's daily newsletter

Enter your email address to
sign up

FNNTAe TTE" T Jain

Windows 8

Cloud

-
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BE Mobile News | Sport | Weather | Travel | TV | Radio | More Search BBC News o)
reay 4

NEWS Arrica .

Home UK ESiil=:8 Asia-Pac Europe Latin America Mid-East South Asia US & Canada Business Health Sci/Environment Tech Entertainment Video

7 January 2011 Last updated at 13:06 GMT  FlE<ET=]

Top Stories

Greeks strike over new
austerity

South Africa thieves hit traffic lights for
Sim cards

Some 400 high-tech South African traffic
lights are out of action after thieves in
Johannesburg stole the mobile phone Sim
cards they contain.

’7’

Global shares drop on Fed warning

New images of falling satellite
France imposes first nigab fines

: : _ Pope making historic German visit
The thieves ran up bills amounting to thousands
of dollars by using the stolen cards to make

calls.

Features & Analysis

' -' State of fear?
Sy >’ Israeli author says Palestine is

seen as an existential threat

Johannesburg Road Agency (JRA) said it is
investigating the possibility of an "inside job"
after only the Sim card-fitted traffic lights were
targeted

Traffic lights have become attractive targets for
thieves in Johannesburg

War on two fronts

The female veterans tormented by
combat and sexual trauma
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Related stories
The cards were fitted to notify JRA when the traffic lights were faulty.

Criminal baboons

JRA believes a syndicate "with links on the inside" is behind the thefis. thorse Sonth Ahica



Evolucion, a

peor, del
problema




De las clasicas amenazas...
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. pasando por la profesionalizacion del

10
NOTOkI0d

cibercrimen...

KINGPIN

HOW ONE MACKER TOOK OVER THE
BILLION DOLLAR CYBER CRIME UNDERGROUND

KEVIN POULSEN
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...Se ha evolucionado a la gran amenaza...

ADbVANCED
PERSISTENT
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...con distintos objetivos,...

S S21sec



Obligaciones

de los
operadores




Gobierno Corporativo...

et Gobierno
diligencia Deber de

7 ranti -
cualificado garantia corporativo
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...gestionando el riesgo...

* Andlisis de riesgos\

* Involucracion
* Cultura » Politica Gestion
+ Concienciacion Riesgos
* Recursos » Plan Ciclico
* Revision Gestion
\ Compromiso Plan Gestion
Direccion Riesgos
Medidas
Gestion
4 Riesgos

» Organizativas
» Técnicas

* Legales

* Auditoria y revision

\

- Comité especifico
* Responsable
compliance

* Relaciones con
terceros
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..., €N un proceso de mejora continua...

PLANIFICAR “PLAN"

Establecer
contexto del
Sistema de

Gestion y del
Diagnédstico
de Seguridad

EJECUTAR “DO”

CICLO DE
. s
Mejorar el DESARROLLO, EaEe
o MANTENIMIENTO ST
Y MEJORA Gestion
“PDCA”

ACTUAR “ACT”

Monitorizar y
revisar el

Sistema de
Gestion

REVISAR “CHECK"”
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...con objetivos distintos, pero
interrelacionados...

Integridad
redesy
Servicios

Privacidad
electronica

S S21sec



...alrededor de la seguridad...

» Medidas segurida

ici y redes « Gestion incidentes

* Medidas seguridad
» Gestion incidentes

electrénica

+ Concienciacion

* Transparencia

* Medidas seguridad
+ Gestion incidentes
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...para proteger a la sociedad, ademas de a si
MISmMos

¥

N
“ohis*

Personas Personas Infraestructuras
Fisicas Juridicas Criticas
|
< SOCIEDAD >
| L 1/
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Gestion de

seguridad y
lucha contra el
fraude




Eeeeeh,... ¢eso como se hace?
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Pues con un enfoque integral...

Seguridad




...con base en estandares internacionales...

International

Iso Organization for

oy Standardization

Home .EEE Standards development Hews and media About 150 ForlS0 Members - FAQs - Fr|Ru

International Standards for Business, Government and Society

Products » 130 Standards » By TC » JTC 1 Information technology » SC 27

150 Stare
150 Standards
By IC5
»ByTC
How to use the IS0
Catalogue
Standards in action

Management and
leadership standards

The 130 portfalio
FACls

Country codes (IS0
F1G6E/MA)

Directory of aerospace
standards

Publications and e-products

IS0 Concept Database
(lI20/CDB)

Copyright

S Th tandards could also
. ese s
ISO/IEC 27002:2005 interest you
Information technology - Security techniques -- Code of practice for information s |SOMEC 29192-2:2012
security management Information technology — Security
techniques — Lightweight
Media and price cryptography — Part 2. Block ciphers
= JSOMEC TR 201492012
Language Format Add to basket Information technology — Security
) techniques — Best practices for the
=
English Z FDF (1128 kB) CHF 210,00 = provision and use of time-stamping
English D FPaper CHF 210,00 = Senices
) = |SOWIEC 27010:2012
English B ePub (161 kB) CHF 210,00 = Infermation technology — Security
English i iPad (210 kB) CHF 210,00 = techniques — Information security
management for inter-sector and
English [Ey mobipocket (358 kB) CHF 210,00 = inter-organizational
communications
French Z PDF (761 kB) CHF 210,00 =
French [ Paper CHF 210,00 =
French GE ePub (152 kB) CHF 210,00 =
French i iPad (184 kB) CHF 210,00 =
French [Ey mobipocket (340 kB) CHF 210,00 =

General information

Humber of Pages: 115
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...y sectoriales de seguridad...

Francais Espanol

International

Telecommunicatien e ‘“ |ﬁ | .

; Union

Home : [TU-T : Publications : Recommendations : X Serjes : X.1051 : X.1051 (02/08) Recently posted - Search Recommendations Shnn%

ITU Sectors | Newsroom Events Publications | Statistics | About ITU

X.1051 : Information technology - Security techniques - Information security management guidelines for telecommunications organizations based on ISO/IEC
27002

Recommendation X.1051 (02/08) Table of Contents
Approved in 2008-02 Summary

Status : Inforce

Access : Freely available items

Available languages and formats :

U Click on the selected format
and language to get the document

Format Size Posted Article Number
Englizh @ POF (acrobat) 333641 bytes  2009-04-06 E 33422

Access : TIES users [/ Subscription Service {ITU Recommendations Online)

Electronic Bookshop - E-Price : 30 CHF (Swiss Francs)

Available languages and formats :
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...de seguridad y fraude...

(==t

About Us What we do

Membership Newsroom Search

Technical Projects

VoLTE

PathFinder

Fraud & Security
IMEI Database
Security Algorithms
Security Accreditation
Scheme
Security Advice for
Mobile Phone Users

GSMA Spam Reporting

Services

HD Voice

Smarter Applications

Fraud & Security

Fraud & Security

IMEI Database

Centrally located database of valid and stolen
handset IMEls to which operators may connect
to upload and download data to control mobile
device access on their networks

Security Accreditation Scheme

Voluntary scheme where smart card suppliers
subject their production sites and processes to
a comprehensive security audit providing
confidence to network operators that adequate
security is in place.

Quick Links:

Membership

Press Releases
Worldwide Offices
GSMA Latin America
GSMA Europe

Security Algorithms

Provide authentication, cipher key generation,
integrity and radio link privacy to users on
mobile networks.

Security Advice for Mobile Phone Users

These pages aim to provide mobile phone users
with simple, easy to follow advice to help
mobile users minimise the risk of experiencing
potential problems firsthand
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Who do you want to meet in the SOLD-OUT Expo?

tl“f&rlm Collaboration Standards Conferences Training Research 8 Publications News _ :

AboutUs | Membership | Help

Sign In | Register

Home » Collaberation » Document Library » Document Catalog » Guidebooks

Document Catalog Guidebooks

Document Catalog

About

Definitions

Business Agreements
Technical Specifications
Information Agreements
Interface Implementation Series
Technical Reports

Templates and Forms
Contracts

Charter Documents

Feature Documents X

Business Metrics and Key Indicators

Documents for ReviewiEvaluation

GB947, Fraud Operations Management Guide, Release 1.0

The Fraud Operations Management Guide is designed to outline and explain Level 3 and Level 4 business processes associated
with an operator's fraud management program. It contains detailed explanations of all processes, and diagrammatic illustrations
showing connectivity and association to other processes within several layers of the business, including:

+ |nternal fraud team operations (intra-team ops)
+ External department interactions (inter-team ops)
+ External agency interactions (e.g., Law Enforcement entities)

This guide has been created based on best practice information as provided by both operator expertise and other industry expertise. It
is expected to be a “living document”, however, to account for changes in business practices, products, and technologies over time.

For further information on the Revenue Management Initiative click here

To return comments on this document click here
Declaration of Patent Interest Form
If you would like help on this material or to join current discussions please visit the Fraud Management Community Area

Return to the Revenue Management Home page

[ YRR PR Torem
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...donde importa la monitorizacion externa,
pero sobre todo también la interna...

R —

ELPAIS COIM Gentey TV Martes, 26/7/201 10

inicle Internacional Politics Espana Deportss Economiz Tacnolopla Cul PR Socledsd Opinion Blogs In English

ELPAIS com > Gemizy TV

CIBERSEGURIDAD

"Las doctrinas de vigilancia informatica han quedado
obsoletas"

Uri Rivner, representante de la empresa lider en el sector de 1a seguridad, aconseja usar solo tecnologias de virualizacid
para entrar en |as redes

MERCE MoLIST ISR

B EE DT e 1% DR=ome| {7

La companiia israell BSA, referente mundial en seguridad informatica, ze
convertia recientemente en actor de lo que parece una novela ciberpunk:
tropas virtuales de élite entraron en su red corporativa v robaron codiges
qUE USATroN para espiar a sus clientes, fabricantes de armamento del

Ejército de Estados Unidoz. Uri Riv-ner, reprezentante de REA, ze defiende F F
poniendo en duda las doctrinas de seguridad cibernética de los altimos 15 . - i )
Geénesis
MADIE TE CUIDA COMD YO
"Al concentrar la inversitn en las defensas

e rticia o kv wells perimetrales, hemes dejade el interior

. welmen e menoz protegido, algo que ze esta

P — demestrando obsoleto. Hay que defender

también el interior, asumir que tienes
" . alguien dentre que va a hacer actividades
Ez la nueva guerra fria, con gl' i q_ ih 1 * E Ultima H
naciones gue se espian las ungs  ANCI0AS, que nacen los tima Hora
alaz ofras” empleados para detectar movimientos

s - 4 @riuezneys Mas para Camps. 2l enian,
extrafios”. Brieaes pa P =

125 cecirie 3 Camyps que slemare serd Mol Honorank” s | £ |
. N reclama g iAo f ausdeno en la HIIE.P‘R.B&E r
Azi fue como descubrieron el ataque: p ! = =

! - TesaNe | 1) CIEr prodiemas: "ESas 500 Ml principis. Lo
"Neotamos una actividad irregular en la red interna. Parecia mas un princloies o Franclsen Camps  del e S21sec




...uno delos principales servicios de S21sec...

(.
Cllente/ 1

LO@SE

u"u( ()I’"

LO@SE

u"u( ora

Digital Security

o
Cllenteﬂr n

LO@SE >

u"u( ora

Digital Security )

a-.le"fs

Q/QQ'S
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p
— >
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N

intelligence

(' Seguridad )L,

) 24 HORAS 8¢

bitacorg”

The DNA of Digital Security

3
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...y como la seguridad basada en firmas no es
suficiente...




...esta en evolucion y mejora frente a nuevas
amenazas...

IGCOIS

The DNA of Digital Security
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...,de modo que apoye la gestion de
incidentes...
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..y permita evitar o reducir sanciones

S S21sec



GRACIAS

SPAIN ¢ MEXICO ¢ BRASIL ¢ UK ¢ USA
www.s21sec.com
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Comprometidos con la seguridad


https://s21secnet.s21sec.com/Paginas/Default.aspx

