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DIVISION DEL ESPECTRO EN CANALES

Division de la banda S (2.4 GHz) en 14 canales.

24 GHz 248 GHz

Scientific Band
S-band

902 MHz 928 MHz 5.725 GHz 5.85 GHz

Seleccion del canal por el que transmitiremos.

1 2 3 4 5 6 7 8 9 10 11 12 13 14 Canal
2412 2417 2422 2427 2432 2437 2442 2447 2452 2457 21462 1467 2472 2.484 GHz
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DIVISION DEL ESPECTRO EN CANALES

Uso segun region geografica:

Channel number | Center frequency (GHz) Geographical usage
1 2.412 US, Canada, Europe, Japan
2 2.417 US, Canada, Europe, Japan
3 2.422 US, Canada, Europe, Japan
4 2.427 US, Canada, Europe, Japan
5 2.432 US, Canada, Europe, Japan
6 2.437 US, Canada, Europe, Japan
7 2.442 US, Canada, Europe, Japan
8 2.447 US, Canada, Europe, Japan
9 2.452 US, Canada, Europe, Japan
10 2.457 US, Canada, Europe, Japan, France
11 2.462 US, Canada, Europe, Japan, France
12 2.467 Europe, Japan, France
13 2.472 Europe, Japan, France
14 2.484 Japan
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PROBLEMA: INTERFERENCIAS

Separacion entre canales: 5 MHz.

Ancho de banda de cada canal: 22 MHz.

¥ Interferencias por solapamientos que disminuyen
la capacidad de nuestra red ®.

Eleccion inteligente del canal.

1 2 3 4 5 6 7 8 9 10 1 12 13 14 Canal
2.412 2417 2422 2427 2432 2437 2442 2447 2452 2457 2462 2467 2472 2484 GHz
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HERRAMIENTAS DE ESCANEO

Link Score

Signal

2.4 GHz NETWORKS
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¢POR QUE SECURIZAR NUESTRA RED?
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CONSEJOS DE SEGURIDAD

RED CABLEADA

MOVILIDAD!
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CONSEJOS DE SEGURIDAD

Cambiar la contrasena del router

Utilizar contrasenas robustas

Cambiar el nombre de nuestra red (SSID) u ocultarlo

Wireless Network
Basic Settings : Advanced Settings : WDS Settings : MAC Address Filter : Registrar

To make sure MyDslModem does not transmit on illegal frequencies, you must set where you are in the world.

Global Setting

Select Profile: 802.11B/G [~]
Wireless Network: ) Disable @ Enable
Select Country: Spain |Z|

You may either choose a channel yourself, or allow to autommatically select the best channel.

Channel Selection: Manual |Z|

Allowed Channels: 1,2,34,56,7,8,9,10,11,121
Channel: 6

WPS State: Disabled

WPS Pin: e

Disable WPS: DI No @ ves

Network Mame (SSID): Taller_seguridad

Hide SSID: @ No O Yes
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CONSEJOS DE SEGURIDAD

Cambiar la configuracion de seguridad y
autenticacion de la red

Security Settings

Select Security Option: 128 Bit Encryption -
WEP Authentication Mode: Off - No Encryption

64 Bit Encryption
Select Tx Key Index: 128 Bit Encryption |

Wi-Fi Protected Access

Select Key Method: Wi-Fi Protected Access2
WVWPA Mixed Mode
Key: rEFCADIL TD00UL AT AU 6 S

WEP Pass Phrase:

Select Encryption Protocol: TKIP protocol

Select Authentication Method: PSK (Pre Shared Key)
WPA Pass Phrase: tallerseguridad

802.1x Identity String: DSL gateway 00:01:38:11:
802.1x Rekey Timeout: 600
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CONSEJOS DE SEGURIDAD

Filtrado MAC

Select MAC Auth WhiteList | |

MAC Address Delete
70:fl:al:2e:53:37 fil
Add MAC Address: Apply

Desactivar servidor DHCP

DHCP Server Configuration

This page allows you enable and disable the DHCP server. Also you can specify the interfaces that DHCP Server will operate on.

DHCP server status

DHCP server is currently @ Enable ) Disable
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CONSEJOS DE SEGURIDAD

Filtrado IP — Control del trafico outbound - inbound

IP Filter Settings

This page allows you to specify the IP packet filtering rules to prevent unsclicited access from the Internet or limit the Internet access for computers
on your network.

IP Filtering ) Disable @ Enable
Apply
Port Filters
Source IP Range Source Port Range E
Filter Name Policy Name Protocol Direction Status m F
Start End Start End o4 =1
=
all-out external-internal 255 0.0.0.0 255.255,.255.255 0 0 OutBound  Disabled % (f
IP Filters
g
Filter Name Policy Name IP Address Subnet Mask Direction Status m 3
5 @
Pruebas external-internal 192.168.1.25 255.255.255.0 Both Enabled % [

&
=1
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CONSEJOS DE SEGURIDAD

Monitorizacion de nuestra red

Wireless Network
Connected Wireless PCs

Refrash

Connection Status for wireless.

MAC Address: 70:f1:al:2e:5a:37

Signal Strength: -40
Connected for: 30 minutes
assocstate: 5

Control de cobertura de nuestra red

Actualizacion del firmware de nuestro router
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HERRAMIENTAS DE AUDITORIA

Aprender a utilizar herramientas de auditoria de redes

. i
1 =

Wifislax 4.3

RACK-NG
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{QUE QUEREMOS ASEGURAR?

Es necesario proveer:

¥ Confidencialidad: evitar que un atacante pueda
espiar la navegacion que realizamos

¥ Control de accesos: el acceso a nuestra red por
usuarios ilegitimos puede consumir los recursos
de la misma

¥ Integridad: evitar la manipulacion de los mensajes
enviados
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WEP: WIRED EQUIVALENT PRIVACY

Con objeto de proveer estos criterios de seguridad
se desarrollo el protocolo WEP (Wired Equivalent

Privacy):
. oo keystream
« Confidencialidad: RC4 IV + key— | RC4 |—>| 0 [ 1] 0] 1
. seed =
¥ Control accesos: abierta, TToTs
clave de 64 o0 128 bits =
110101 1

¥ Integridad: CRC-32

Cipher text —
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WPA: WI-FI PROTECTED ACCESS

Vulnerable a ataques de diccionario:

v Cambiad la clave por defecto

Nueva vulnerabilidad de WPS (Wi-Fi Protected

Setup):

¥ Reaver-wps
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PREGUNTAS?
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Maria Neelia Barea Guficrrez
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